PRIVACY IMPACT ASSESSMENT (P1A)

PRESCRIBING AUTHORITY: Dol Insiruciion S400.16, "DoD Privacy Impact Assessment (PIA) Guidance™. Compless this farm for Department of Defense
(Do) Informaan systEms or elecironic collections of Infarmation [refamed 10 @5 an "sleconic calecion” for the purpase of this Tom) hat collect, malriain, use,
ardior dsseminate persenaly Ideniiatie Infarmation (PI1) about members of the public, Federal employess, conraciors, or foreign nadonals employed at U.5.
milkary faciities Infemationally. In e case whers na Pl 5 coilected, the PIA will Sarve 35 3 canciushe oefermination that privacy reguirements do not apply io
BYEEL

1. DOD INFORMATION SYSTEM/ELECTROMIC COLLECTION MAMNE:
[ne&mUnmgsummsmmmsymmcm

2. 0D COMPONENT NAME: 3. Pla APPROVAL DATE:
F}eﬂmwmcm El [ 041922

a. The Pl Iz {Check one. Note: Federal confrachorns, mmmmmmmwmmmm;
|| From members of the gensral public | | From Federal empioyees

[5 trom both members of the genaral pubile and Federal empioyess [T Mot Collected jir checked proceed &y Sechon J4)
b. The Pl Is In & (Check one )

[ ] Kew Dol Informabion Syskem []  Mew Electronic Colleciion

[} Existing DoD Infarmation System [¥] Exsling Sectronic Collection

[] significantly Modfled Dol iformation System

= mmhﬁmﬂﬂmmmmﬂmamwmwmmtmn of personal Information aboul Individuals
collaciad In !y'ﬁl‘l'l.

To collect regisiranon Tequests, validase eizibility, and maintam an official Temistry that dentines mdividuals who apply for, and are granted

access priwileges to DTIC owned or controlled computers, databases, products, services, and electronic information systems. BWame; Dald

d. ¥Wwhy la the Pl collected andior what ks the Intended wes of the PIF? je.g., warffication, identifcation, sufhenfication, Osia mafching, mission-refated Use,
adminisaive we)

m&mamm&mmmmmm@mmmmmmmmmﬁ

. T - T ow n

8. Do Individuale have the opporiunity to object to the collaciion of their PIF? [X] ves [ ] wo
(1] T "¥es,” descrbe the method by which Indviduals can object to the colection of Pl
[2) If "Mo,” slabe the reason wiy Indhviduals cannot abject to the coliection of PIL

15 required to estabish the USET acoount profle and provide access to DL IL s controlled scienabic and techmical colleciion
Personal information is collected through the synchromizstion service by exdsting Dol and federal systems, DMMDC and OPM as well as

1. Do Individuals have the opportunity to consent to the specifiic uses of thelr P [ | Yes  [X] Mo
(1) It ¥es,” desorb=s the mesnod by which INAWIUEES can give or wIthnok helr consent.

[2) IT "Ma,” slake the reason wity ndividuals carmol giee or withinold thelr consent.

aniOmETed SYSems INVolves Matcling 4 tsel profile Against the metadats descnbng a controlled information asset. Informanon
submitted &t registration is nsed to suthenticate wser privileges with specific classes of controlled comtent.

- When an individual le ssked to provide PIL a Privacy act Statement (PAS) andéor a Privacy Adwisory must bs provided. {Gmmammmm
prowide the aciual warding. )

52 Privacy Act Statement [] Privacy Adwisary [ HatAppicable

. Wk wihom will the PI be shared fhrough datamystem axchangs, bofh wihin your DoD Component and cutslde your Component?

[Check ai thar appy)
[X] Wi the DoD Component sSpecty. | Defense Technical Informstion Center |
[] ©merDaD Components i.e Army, Mavy, Alr Force) smuy_[ |
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Cfher Federal Agendlies (Le. Velaran's Affaivs, Enargy, Stade) Spedfy. |Fa|h:lmlemuflmuﬂgaﬁnn
Stabe and Local Agencies Spedy. |

Confracior (Name of contractor and describe the language In

the cantract that safeguards PN, Inciude whether FAR privacy Specty
clauses, Le., 52.324-1, Privacy Act Notfcation, 52.224-2, -
Privacy Act, and FAR 30.705 are included n fhe contract

O 0O 0O«

(CNer (e.g., GomMmercial providers, coleges). Specty. |
. Sourcs of tha Pl collscted ba: (Check 2 that spnnly snd st al ifarmstion spsiems ¥ aopicatie)
[3 Incviduzis [ Databases
[¥] Exstng DoD Information Systems [ commerdial Systems

[X] Ciher Federal Infarmaticn Systems

Individusl, evdsting DipD) information systems (DRMDC DPS), and existing Federal information systems electronic Official Persommel Folder
(eOFF).

- How will the Information be collected? (Check al that apply and st aif OMfcial Form Numbers ¥ appicable)

[ E-mal [] Cmcial Farm (Enter Fom Mamber(s) in the bor beiow]
[T in-Person Contact [] Paper

[ Fax [[] Tekephane intervew

[ inrormation Sharing - System to System [[] wensie/E-Farm

[ Otfher i Offver, entar the inomation it fe box befow)

k. Doae thig Dol Information syetem or slecironic collection require a Privacy Act Sysiem of Records Molice [SORM)?

A Privacy Act SORN ks requined If the Information system or electronic collecfion contains Infarmation about LS. dizens or laaful permanent LS. residents that
s redrleved by mame or other unigue Kemtiier. P1A and Privacy Ao S0ORM Information mus? be congistent.

[¥] ¥es [ | Mo
i =ves,” enter S0RN System ldentifer | DTIC 01

SORN Igenttier, not the Fatersl Register (FR) Clatlen. Cansult the DoD Companent Privacy CfMee for adotional informatan o hitpordpeld defense, gou

Privacy/SORNs!
or

If 3 SORN has nat yet been published In the Federal Register, enter date of submission for approval to Defense Privacy, Chil LibarSies, and Transparency
Divigian (DPCLTD). Cansult Me DoD Component Privacy Offce far iis date

I "Mn.” expiain why the SORN ks not required In accordance with DoD Reguiation 5400.11-R: Department of Defense Privacy Program.

. Wht = the National Archives and Recorde Administration (MARA) approved, Im@ or general records echeduls disposltion suthortty
mmmwnmanMmmmm:! pending feRsl

(1) MARA Job Mumber or General Reconds Schadule Autharty.

{2} I panding, provide the date the SF-115 was submitted to NARA. | |

{3) Resention Instructions.

Elecoomic records to be deleted when DTIC determines they are no longer needed for adminisirative, andit, legal or operatonal purpases.
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m. Wwhat 1g the sufhorty to collect Information? A Federal law of Exacuttes Order must authorize the collection and malntenance of a system of
records. For Pl not collectsd or maintained in a systam of reconds, ine collection or maintenancs of the Pl must be necesaary to dizcharge the
requiremeants of & status or Executive Order.

{1} If this sysiam has 3 Privacy Act SORN, the authortbies In this PIA and the exsting Privacy Act SORM should ba similar.

{2} Ifa SORMN does not apply, cite the authanty Sor this DoD Information system or electnonic collection io collect, use, malntain andior dsseminate Pl
{If multiple authorties are dted, provice all nat apply).
{a) Cite the specific provisions of the siatute andior EO that authorzes the aperalion of the system and the collection of Pil

{ib) If direct statusory autharity or an Execulive Order does not exist, Indrect statubony authortty may be cbad If the authorty reguires the
operation or adminisiration of a program, the execution of which will Fequire the colliecsion and malntenance of 3 Gysiem of records.

{ic} i direct or Indirect autharity does not exdst, DoD Components can use thelr general stalisiory grants of authortty (Intemal housekeeping”) as
the primary aulhcefty. The requirement, direcive. or instruciion Implementing the siatube wilhin the DaD Component must be identfed

Du]]mmu]]]]] 5105.73 mrmmmmcmmnc};

Dol Instruction (DoDT) 3200.12 Dol Scienafic and Technical Information (STT) Program (STIF);
. Does this DoD Information aystem or elsctronic collection have an active and approved Office of Managemsant and Budget (DME) Contral
INumibssr ¥
Contact the:

Informretion Canirol Offcer or DoD Clearance Officer far this information. This number indicales OMB approval o
collect daka fram 10 or more memibers of the public In a 12-month period regardless of form or fomat.

%] Yes [ Mo [ | Fendng

{1) I "¥es." list 3l applicable OMB Control Numbers, collection Slies, and expiration dates.

{2) If "Mo," explain wity OME approwal Is not required In accordance with DoD Manual 3310.04, Wolumne 2, * Dol information Codlections Manual
Procedures Tor Dol Pullc Information Coliciians.”

:a]rr'pemlrg. mmmmmmmmmuqmmmmmmm
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